CRITICALSTART.(*)

Threat Actor Groups Exploiting Recent ScreenConnect
Vulnerabilities

Critical vulnerabilities have been discovered in ConnectWise ScreenConnect, a widely used
remote access software. Designated as CVE-2024-1708 and CVE-2024-1709, these
vulnerabilities pose a significant threat to organizations running outdated versions (23.9.7 and
earlier). Cyber attackers are actively exploiting these flaws to gain unauthorized access,
execute ransomware attacks, exfiltrate data, and maintain persistent control. Urgent action is
advised, with the blog urging users to promptly update to the latest version of ScreenConnect
(23.9.10.8817 or higher) to mitigate these risks. The blog provides a detailed examination of the
technical aspects of the vulnerabilities, their exploitation methods, and potential repercussions.
Real-world instances involving threat actors like Black Basta and BI0OOdy Ransomware
exploiting these vulnerabilities are highlighted. Key takeaways stress the importance of patching
software promptly, proactive maintenance of systems, and staying informed about emerging
threats to bolster cybersecurity defenses. Additionally, the blog references the MITRE ATT&CK
framework, outlining various attack technigues used by threat actors, which can assist security
professionals in investigating and responding to potential security incidents.

CRITICALSTART® offers a pioneering solution to modern organizational challenges in aligning
cyber protection with risk appetite through its Cyber Operations Risk & Response ™ platform,
award-winning Managed Detection and Response (MDR) services, and a dedicated human-led
risk and security team. By providing continuous monitoring, mitigation, maturity assessments,
and comprehensive threat intelligence research, they enable businesses to proactively protect
critical assets with measurable ROI. Critical Start's comprehensive approach allows
organizations to achieve the highest level of cyber risk reduction for every dollar invested,
aligning with their desired levels of risk tolerance.
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