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Chinese state and non-state threat actors are notorious for their advanced persistent
threat (APT) tactics, techniques, and procedures (TTPs). They employ these
sophisticated TTPs in their cyber espionage and disruption operations to advance their
political, economic, and technological agenda. Chinese cyber threat actors frequently
collaborate with one another and different malware groups, sharing tools, techniques,
and even dividing the proceeds from their coordinated operations. In the past six
months, Chinese threat actors have significantly escalated their cyber operations which
have led to system intrusions, disruptions, and data exfiltration. In February 2024, Dutch
authorities reported that Chinese state hackers exploited the CVE-2022-42475
vulnerability to deploy a remote access trojan (RAT) named CoatHanger, which serves
as a backdoor. To date, the threat actors have compromised approximately 20,000
Fortinet VPN appliances. Combatting these evolving cyber threats requires a holistic
approach that integrates strong cybersecurity practices with diplomatic efforts and law
enforcement collaboration, ensuring a coordinated and comprehensive defense.

This report contains valuable insights for navigating the evolving cyber landscape. To unlock the full
content, reach out to your customer success manager or email info@criticalstart.com.
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