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Researchers have uncovered new espionage activity attributed to Hive0154, also known as Mustang 
Panda, targeting Thailand amid regional tensions with Cambodia. The campaign involved an updated 
Toneshell9 variant using proxy-based command-and-control communication and a newly developed USB 
worm, SnakeDisk, that deployed the Yokai backdoor exclusively on Thai systems, suggesting a focus on 
compromising government and defense networks, including potentially air-gapped environments. 
Weaponized archives containing Toneshell and Pubload malware were uploaded from Singapore and 
Thailand, with infrastructure hosted in Europe, reinforcing the group’s sustained targeting of Southeast 
Asia. In parallel, Lazarus Group launched Operation DreamJob against European UAV suppliers, 
combining fake job offers with trojanized open-source software to deploy loaders and the 
ScoringMathTea RAT. Researchers observed infection chains that included drone-related components 
and DLL proxying, reflecting Pyongyang’s strategic goal of acquiring proprietary UAV designs to 
strengthen its drone program. Meanwhile, analysts identified a global Silver Fox campaign that abused a 
vulnerability in Microsoft’s signed WatchDog Antimalware driver to disable endpoint security and deploy 
ValleyRAT. The group combined exploitation of the newly discovered WatchDog driver on modern 
Windows with legacy Zemana drivers on older systems, and even bypassed blocklists by modifying a 
single byte in the driver’s timestamp while retaining a valid Microsoft signature. 

Elsewhere, Lumma Stealer operations have sharply declined following the exposure of alleged operator 
identities through a Russian-language doxxing site, lummakrysy[.]rip, and the compromise of their 
Telegram accounts in September. The leaks revealed details on five alleged core members and appeared 
to trigger a collapse in Lumma’s infrastructure, driving customers to competing MaaS platforms like Vidar 
and StealC. Researchers assess the disruption as likely driven by rival cybercriminals, though the impact 
mirrored that of law enforcement takedowns in undermining trust and client retention. At the same time, 
Zimbra Collaboration Suite came under attack via a zero-day vulnerability (CVE-2025-27915) in versions 
9.0–10.1, exploited through malicious ICS calendar files that executed JavaScript using an <ontoggle> 
event. The campaign, traced to spoofed emails from the Libyan Navy targeting Brazil’s military, enabled 
credential theft, forwarding rule creation, and large-scale data exfiltration to ffrk[.]net, with evasion 
features including delayed execution, concealed UI activity, and obfuscated asynchronous code. While 
attribution remains uncertain, overlaps with UNC1151 TTPs were noted. 

Ransomware and data extortion activity remained intense with multiple groups publishing new victims. 
Akira listed AARCO Agente de Seguros y de Fianzas in Mexico, Lewis Truck Lines and Morris 
Communications in the U.S., while Anubis named Canadian and Australian law firms. Clop continued its 
operations with claims against Ausenco, CSC, and LKQ Corporation, while Everest added AT&T Careers. 
Lynx listed Australian non-profit CBS, and Medusa named ACF in the U.S., Saudi financial services firm 
Alissa Group, Guyana’s ATIRG, Italy’s Cooperativa Esercenti Farmacia, and others. Nova added India’s 
Laxmi Niwas Palace, while Qilin listed a wide range of global victims across Spain, the U.S., Singapore, 
Korea, Canada, Honduras, and more, spanning education, healthcare, real estate, manufacturing, and 
professional services. RansomHouse, SECUROTROP, and TENGU also added victims in Saudi Arabia, 
the U.S., the UAE, Spain, Iran, and Morocco, underscoring the breadth of ongoing ransomware 
campaigns. 
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