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Executive Summary
Geopolitical relations and tensions significantly impact cyber threat activity, as state-aligned cyber groups often escalate operations in response to regional conflicts, sanctions, and shifts in foreign policy. As tensions between the U.S. and Iran remain high, the risk of cyberattacks targeting U.S. organizations is on the rise. Iranian cyber threat actors execute a variety of tactics, from sophisticated espionage campaigns using spear-phishing, credential harvesting, and advanced malware by advance persist threat (APT groups), to less technical attacks such as denial-of-service and web defacements by hacktivist groups. The targets of these cyber operations typically include sectors of high strategic value, such as financial institutions, energy providers, and critical infrastructure. These industries are particularly vulnerable due to their economic significance and visibility. As U.S. foreign policy increasingly aligns with Israel, an adversary of Iran, the likelihood of sustained cyberattacks against the U.S. grows. This reality makes it imperative for U.S. organizations, particularly those in critical sectors, to remain vigilant. The implications of Iran-sponsored cyberattacks are far-reaching, affecting operational continuity, financial stability, and regulatory compliance.

Introduction
Attackers Iran’s state-directed cyber operations are carried out by the Islamic Revolutionary Guard Corps (IRGC) and the Ministry of Intelligence and Security (MOIS). Each organization manages distinct advanced persistent threat (APT) groups that support Iran’s strategic objectives. These state-aligned actors run targeted intrusion campaigns using a mix of social engineering techniques, exploitation of known vulnerabilities, credential harvesting, custom malware, and legitimate administration tools. Their primary goal is to gain persistent access and gather intelligence on foreign targets, including both U.S. government and private sector entities. Each APT group follows its own operational approach, tailored to its specific mission and target. Some focus on espionage, while others aim to exploit exposed infrastructure for strategic advantage. 
The following sections provide a detailed examination of MuddyWater and secondary mentions of PIONEER KITTEN, and APT35 respectively. According to security researchers, these APT groups’ tradecraft and operational behaviors advance the agenda of both MOIS and IRGC. MuddyWater executes persistent, espionage campaigns supported by a diverse malware ecosystem and credential‑centric techniques. PIONEER KITTEN focuses on exploiting internet‑facing services and edge infrastructure for initial access and sustained access. APT35 techniques of spear-phishing for credential harvesting and initial access overlaps with MuddyWater, though with slight differences post-compromise. 
Primary Mention
MuddyWater is an Iran-linked advanced persistent threat (APT) group known for its espionage activities and other cyberattacks. It operates as a subordinate of the Iranian Ministry of Intelligence and Security (MOIS). The group's primary targets include organizations in the Government, Energy, Telecommunications, and Financial Services sectors, among others. Geographically, MuddyWater targets the Middle East, but its operations also extend to regions such as North America and Asia. 



The group is known by several aliases, including Seedworm, MERCURY, Earth Vetala, TEMP.Zagros, COBALT ULSTER, TA450, Boggy Serpens, and Static Kitten. 
MuddyWater primarily uses spear-phishing, exploitation of known vulnerabilities, custom malware, and obfuscated PowerShell scripts to gain initial access, maintain persistence, and exfiltrate data. CISA's earlier reports also highlight the group's use of credential-driven campaigns, such as password spraying and MFA push techniques, to gain valid access for follow-up operations. Once access is obtained, the group often performs network and identity discovery to escalate privileges, harvest additional credentials, and ensure continued access. In many cases, MuddyWater positions itself as an initial access broker, enabling espionage, fraud, or other targeted operations.
Initial Access 
· MuddyWater commonly gains initial access through spear‑phishing emails that deliver malicious Microsoft Word documents impersonating government, telecommunications, or business communications relevant to the target region. These documents prompt users to enable macros, which immediately spawn child processes such as powershell.exe, cmd.exe, or mshta.exe. The embedded macro code typically launches Base64‑encoded PowerShell commands and FakeUpdate‑style loaders, with payloads written to user‑writable directories including %TEMP%, %APPDATA%, and %ProgramData%.  
· MuddyWater also leverages legitimate Remote Monitoring and Management (RMM) tools such as ScreenConnect and Atera Agent for initial access. Commercial file‑sharing services including Dropbox, Egnyte, and OneDrive adversarial operations of MuddyWater. 
· MuddyWater also conducts credential driven campaigns, including password spraying, MFA fatigue attacks, and self-service password reset, to obtain valid access that can be leveraged for follow-on operations. 
Execution and Persistence 
· MuddyWater maintains execution and persistence through a diverse malware ecosystem that includes LiteInject (injector), BugSleep (backdoor), and Fooder (loader), enabling capabilities such as backdoor access, remote administration, information theft, and payload delivery.  
· The group commonly establishes persistence through registry-based mechanisms, including modification of the HKCU\Software\Microsoft\Windows\CurrentVersion\Run key and alteration of the Winlogon\Shell value, notably observed in Phoenix malware deployments. MuddyWater frequently executes unsigned Golang or Rust binaries without installers or user prompts and creates structured, non-random mutexes to coordinate malicious processes.  
· PowerShell abuse is a consistent tradecraft element, characterized using Invoke-Expression, AMSI bypass techniques, and the disabling or evasion of PowerShell logging.
Secondary Mentions
PIONEER KITTEN is an Iran-linked threat actor that primarily exploits internet-facing services to gain initial access, relying heavily on open-source tooling throughout operations. The group frequently targets VPNs and network appliances, leveraging known vulnerabilities such as CVE-2019-11510, CVE-2019-19781, and CVE-2020-5902, reflecting an opportunistic operational approach. Its hallmark tradecraft includes SSH tunneling using open-source tools like Ngrok and its custom tool SSHMinion, as well as hands-on-keyboard activity via Remote Desktop Protocol (RDP). Identified targeting focuses on North American and Israeli entities of probable intelligence interest to Iran, with key sectors including technology, government, defense, and healthcare, though activity spans a broad range of industries including aviation, media, academia, engineering, consulting, chemical, manufacturing, financial services, insurance, and retail. 
APT35 is an Iran-linked advanced persistent threat group that primarily relies on spear-phishing to gain initial access, often impersonating scholars, journalists, or organizations. The group uses fraudulent domains and compromised third-party accounts to increase the credibility of phishing lures, while also exploiting vulnerabilities like ProxyShell. 



Once inside, APT35 deploys credential-harvesting tools, spyware, and custom malware, including HYPERSCRAPE for email account compromise and PowerShell-based reconnaissance. Persistence is maintained through stolen credentials, email forwarding rules, and backdoors like DownPaper or Telegram-based C2 channels. The group leverages a broad infrastructure of fraudulent domains and cloud instances to ensure resilience across operations. Targets include high-value sectors such as financial services, government, energy, and telecommunications, with a focus on entities in the Middle East and North America. While PIONEER KITTEN and APT35 are secondary mentions, they are no less of a threat. Their tactics remain effective, and they continue to target critical sectors, regardless of their less frequent mention.

Implications for Financial Services Sector
The financial services industry is a prime target due to its strategic value and role in the global economy. Cyberattacks on banks, payment systems, and lenders can lead to severe financial losses, reputational damage, and disruption of essential services. In addition, these attacks may involve the theft of confidential customer data, intellectual property, or proprietary financial information, which can be exploited for further cyberattacks or sold on the dark web. Notably, IBM’s 2025 Cost of a Data Breach Report notes an average cost of 5.56 million USD for data breaches impacting the Financial Services sector. 
Financial institutions are also at heightened risk during periods of geopolitical tension, particularly when Iran's national interests are threatened. Given Iran’s adversarial relationship with Western governments, including the U.S. and Israel, the financial sector may be targeted as part of broader retaliation efforts. In this context, financial organizations may experience an increase in cyber espionage, data exfiltration, and even operational disruption intended to cause widespread economic damage.  Since APT groups are known for maintaining persistent access over long periods, financial organizations should expect not just short-term vigilance but ongoing, sustained monitoring and defense, even when geopolitical tensions appear to subside.

Organizational Mitigation Strategies
In light of Iranian cyber threat activities, organizations must adopt proactive, structured approaches to reduce exposure to cyber threats. Key strategies include: 
· Harden email and document handling controls. Block or sandbox attachments that attempt to execute macros or scripts, especially from untrusted sources, and enforce policies that allow only signed or pre-approved macros to run. 
· Enforce strict identity and access protections. Implement least-privilege access, monitor for abnormal MFA activity, and restrict self-service password resets that could be abused for persistent access. 
· Patch and secure internet-facing services. Prioritize remediation of known vulnerabilities in VPNs, network appliances, and other exposed systems targeted by Iranian APTs, and monitor for exploitation attempts. 
· Monitor and control remote administration tools. Audit legitimate RMM software and SSH/RDP access for anomalous usage, unauthorized tunnels, or connections outside of normal business hours. 
· Proactively hunt for indicators of compromise. Query endpoints, servers, and cloud environments for malware signatures, suspicious PowerShell commands, credential theft patterns, and other IOCs reported for MuddyWater and Pioneer Kitten, and validate detection efficacy through regular testing. 
· Enhance social engineering defenses. Conduct targeted employee training and phishing simulations that reflect Iranian APT tactics, such as politically themed lures, fake government or business communications, and credential-stealing schemes, to strengthen human resilience against initial access attempts. 
· Engage with Information Sharing and Analysis Centers (ISACs). Actively share and consume threat intelligence through sector-specific ISACs to receive early warnings, understand emerging Iranian cyber tactics, and coordinate mitigation strategies across organizations with similar risk profiles.
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Conclusion
Iran-aligned cyber actors continue to pose a significant threat to U.S. interests, particularly in sectors such as finance, energy, and critical infrastructure. Their tactics, ranging from strategic espionage to ideologically driven disruptions, require organizations to adopt proactive cybersecurity measures. Understanding the specific methods used by these actors can help mitigate the risks they present. By enhancing defenses, fostering awareness, and collaborating through information-sharing platforms, organizations can improve their resilience against these evolving threats and minimize the potential impact of cyberattacks.
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Appendices

MuddyWater Indicator Summary Table 
	IP 
 
	91.195.240.19 
104.21.81.7 
157.230.9.58 
162.255.119.28 
172.67.136.150 
194.11.246.101 
194.11.246.78 
46.101.36.39 
77.91.74.235 

	SHA256 
	32d299b913d5b13109d6f6117051910f5e56e74ffc8a539ecdc931d1a558c77b 
40dead1e1d83107698ff96bce9ea52236803b15b63fb0002e0b55af71a9b5e05 
5f22f4c4fdb36c4f0ea3248abb00521e39008c1fb4c97e1b4a9c7b9ef0b691c2 
f782dfdc7ce624f98356c149fbb27f7e9b258183640943543bbf561c8af13db0 

	CVEs 
	CVE-2020-0688 
CVE-2017-11882 
CVE-2017-0199 
CVE-2020-1472 
CVE-2023-27350 


 
 
 
MuddyWater TTP Summary Table 
	Tactic 
	Technique ID 
	Technique Name 

	Resource Development 
	T1583.001 
	Domains (Acquire Infrastructure) 

	Resource Development 
	T1587.001 
	Malware (Develop Capabilities) 

	Resource Development 
	T1583.006 
	Web Services (Acquire Infrastructure) 

	Initial Access 
	T1566.001 
	Spearphishing Attachment (Phishing) 

	Execution 
	T1204.002 
	Malicious Macro 

	Execution 
	T1059.001 
	PowerShell 

	Execution 
	T1053.005 
	Scheduled Task 

	Execution 
	T1059.003 
	Windows Command Shell 

	Execution 
	T1106 
	Native API 

	Execution 
	T1059.006 
	Python 

	Persistence 
	T1547.001 
	Registry Run Keys / Startup Folder 

	Persistence 
	T1133 
	External Remote Services 

	Persistence 
	T1574.001 
	DLL 

	Defense Evasion 
	T1055 
	Process Injection 

	Defense Evasion 
	T1070.004 
	File Deletion 

	Defense Evasion 
	T1480.002 
	Mutual Exclusion 

	Defense Evasion 
	T1140 
	Deobfuscate / Decode Files or Information 

	Defense Evasion 
	T1497.003 
	Time Based Evasion 

	Defense Evasion 
	T1027.002 
	Software Packing (Obfuscated Files or Information) 

	Defense Evasion 
	T1622 
	Debugger Evasion 

	Defense Evasion 
	T1564.004 
	NTFS File Attributes 

	Defense Evasion 
	T1027.007 
	Dynamic API Resolution 

	Defense Evasion 
	T1027.009 
	Embedded Payloads 

	Defense Evasion 
	T1027.013 
	Encrypted/Encoded File 

	Defense Evasion 
	T1036.005 
	Match Legitimate Resource Name or Location 

	Credential Access 
	T1555.003 
	Credentials from Web Browsers 

	Credential Access 
	T1539 
	Steal Web Session Cookie 

	Discovery 
	T1057 
	Process Discovery 

	Discovery 
	T1082 
	System Information Discovery 

	Discovery 
	T1518.001 
	Security Software Discovery 

	Collection 
	T1560.001 
	Archive via Utility 

	Collection 
	T1074.001 
	Local Data Staging 

	Collection 
	T1056.002 
	GUI Input Capture (Input Capture) 

	Command & Control 
	T1102 
	Web Service 

	Command & Control 
	T1071.001 
	Web Protocols 

	Command & Control 
	T1090.002 
	External Proxy 

	Command & Control 
	T1105 
	Ingress Tool Transfer 

	Command & Control 
	T1095 
	Non-Application Layer Protocol 

	Command & Control 
	T1573.001 
	Symmetric Cryptography 

	Command & Control 
	T1665  
	Hide Infrastructure 

	Command & Control 
	T1219 
	Remote Access Tools 

	Exfiltration 
	T1041 
	Exfiltration Over C2 Channel 


 
 
 
PIONEER KITTEN TTP Summary Table 
	Tactic 
	Technique ID 
	Technique Name 

	Reconnaissance 
	T1596 
	Search Open Technical Databases 

	Reconnaissance	 
	T1595.002 
	Vulnerability Scanning 

	Initial Access 
	T1190 
	Exploit Public-Facing Application 

	Execution 
	T1059 
	Command and Scripting Interpreter 

	Execution 
	T1059.001 
	PowerShell 

	Execution 
	T1053.005 
	Scheduled Task 

	Persistence 
	T1505.003 
	Web Shell 

	Persistence 
	T1136 
	Create Account 

	Persistence 
	T1133 
	External Remote Services 

	Persistence 
	T1505.003 
	Web Shell 

	Defense Evasion 
	T1562.001 
	Disable or Modify Tools 

	Defense Evasion 
	T1078.002 
	Domain Accounts (Valid Accounts) 

	Defense Evasion 
	T1078.003 
	Local Accounts (Valid Accounts) 

	Defense Evasion 
	T1562.010 
	Downgrade Attack 

	Defense Evasion 
	T1562.001 
	Disable or Modify Tools 

	Command and Control 
	T1102 
	Web Service 

	Command and Control 
	T1090 (.001, .002) 
	External or Internal Proxy  

	Command and Control 
	T1219 
	Remote Access Software  


 






MuddyWater TTP Summary Table 
	IP 
 
	13.53.124.246 
134.209.30.220 
138.68.90.19 
167.99.202.130 
18.134.0.66 
193.149.187.41 
193.149.190.248 
206.71.148.78 
45.76.65.42 
51.16.51.81 
51.20.138.134 
78.141.238.182 

	SHA256 
	3488458145EB62D7D3947E3811234F4663D9B5AEEF6584AB08A2099A7F946664 
0A6F992E1372DB4F245595424A7436EBB610775D6ADDC4D568ACC2AF5D315221 
14F8AD7D1553D1A47CF4C9E7BEDABCC5B759C86E54C636175A472C11D7DEC70F 
185ADA4556737A4F26AE16F1A99CA82AB5684C32719EE426C420C0BC14384A0A 
2C76104C9AAAF32453A814C227E7D9D755451B551A3FD30D2EA332DF396B3A31 
B761680E23F2EBB5F6887D315EBD05B2D7C365731E093B49ADB059C3DCCAA30C 
ea2ec0c3859d8d8c36d95a298beef6d7add17856655bfbea2554b8714f7c7c69 

	CVEs 
	Citrix Netscaler: CVE-2019-19781, CVE-2023-3519 
F5 BIG-IP: CVE-2022-1388 
Pulse Secure/Ivanti VPNs: CVE-2024-21887 
PanOS firewalls: CVE-2024-3400 
Check Point Security Gateways: CVE-2024-24919 





The CRITICALSTART® Cyber Research Unit will continue to monitor the situation and work closely with the SOC and Security Engineering team to implement any relevant detections. For future updates the CTI team will post updates via Cyber Operations Risk & Response™ Bulletins and on the CRITICALSTART® Intelligence Hub.
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