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MPLS/SD-WAN
Connected
Networks

Workstations

Mobile devicesRemote
Workstations

Network should be physically separate with a 
separate Internet connection or at a minimum 
segmented by a firewall from the internal network

Guest Subnet

Remote

Vulnerability
Mgmt.

All host routinely scanned for vulnerabilities 
and process in place to remediate 

identified vulnerabilities.

AV Server
Antivirus server to detect/

prevent malware, exploit attempts and
malicious scripts from running 

on endpoints

Security Management SubnetSIEM

Access limited to
authorized security
personnel

Internal
Server Subnet

Email

DMZ
Web Subnet

DMZ
DB Subnet

System and security 
logs sent to SIEM

DMZ
App Subnet

All inbound email scanned for threats. 
All outbound email inspected for DLP 
violation. All logs sent to SIEM.

SIEM deployed to 
centralize storage of all 
security logs for analysis.

System, network and 
application activities 
should be logged for all
business critical asstes
or assets that handle 
sensitive / confidential
information

MFA required for access 
to externally facing company 
resources and VPN

Enforce and password policy and idle timeout 
lockout policy on all mobile devices that will 
be accessing corporate resources.

MFA authentication required.
Computer or company issued 
certificate and user credential 
required for access.

Internal Wireless Subnet

Gateway
Firewall

Layer 4 Firewall 
configured for least 
permissive access. 

All traffic logged.

IDS/IPS
Inspect all inbound/

outbound traffic 
for anomalous

or known malicious 
activity.

DLP Sensor
Inspect all outbound 

traffic for DLP violations

Web Proxy
Web Proxy to control 
outbound web traffic

Client Subnet

Logs sent 
to SIEM

AD/DNS

DNS

Antivirus software installed
on all workstations


