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DMZ

MPLS/SD-WAN
Connected
Networks

Workstations

Remote
Workstations

Network should be physically 
separate with a separate Internet 
connection or at a minimum 
segmented by a firewall
from the internal network

Remote

Internal Server Subnet

Email

DMZ Subnet

MFA required for access 
to externally facing company 
resources and VPN

Gateway
Firewall

Layer 4 Firewall 
configured for least 
permissive access. 

All traffic logged.

IDS/IPS
Inspect all inbound/

outbound traffic 
for anomalous

or known malicious 
activity.

Web Proxy
Web Proxy to control 
outbound web traffic

Client Subnet

AD/DNS

DNS

Antivirus server to
manage clients and
distribute security
definition updates.

Ensure wireless access points
are using nsecured authentication 
methods (disable WEP and WPS)

Guest Subnet

AV Server

SERVER SUBNET
Antivirus software 
installed on all 
workstations


