
Every organization views risk differently. Organizations are challenged with balancing cybersecurity 
recommendations against their unique culture and business requirements.

• Changing tactics, techniques, and procedures of attackers (TTP)
• Shifts in the technology landscape that allow addition of new security capabilities
• Critical Start experience with real-world clients and penetration testing
• Client feedback and suggestions
• Regular review of other industry leading frameworks 1
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The Defendable Network solves this challenge by providing a strategy-based approach for 
improving security capabilities to achieve a specific Security Readiness Condition (SecCon) level. 
The Defendable Network is an ever-progressing framework which is updated regularly.  
It considers the following:

SecCon levels range from a low of 5 to a high of 1 and are designed to support specific business 
needs. SecCon level is based upon likely attack vectors, the impact of IT to the business, and risk 
tolerance.  Organizations who can tolerate the highest risk are at a level 5, and as tolerance for risk 
decreases, so does the required SecCon level.  Those at SecCon 1 have the least tolerance for risk, 
and require the most resources. The progression from 5 to 1 is exponential, meaning the required 
headcount and cost double with each change in SecCon level. 

The result is a prioritized program for making cybersecurity defense a well-understood, measurable, 
and consistent process. The Defendable Network applies security capabilities to mitigate many kinds 
of attackers, which include malicious internal employees, contractors, individual external actors 
(hacktivists), organized crime groups (cybercriminals), terrorists, and nation-state actors. Mitigation 
capabilities focus on reducing the initial attack surface, restricting lateral movement, and providing 
comprehensive infrastructure visibility for detection and remediation.

   Frameworks referenced include:
•Top 35 Strategies to Mitigate Targeted Cyber Intrusions by Australian Signals Directorate (ASD).
•20 Critical Security Controls by SANS
•ISO 27001/27002 
•National Security Agency/Central Security Service Publication, “Reducing the Effectiveness of 
Pass-the-Hash”, March 19, 2013.
•National Security Agency/Central Security Service Publication, “Spotting the Adversary with Windows 
Event Log Monitoring”, February 28, 2013•Security Compliance Manager (SCM) 3.0 
http://technet.microsoft.com/en-us/solutionaccelerators/cc835245.aspx
•US-CERT TARGETED CYBER INTRUSION DETECTION AND MITIGATION STRATEGIES (ICS-TIP-12-146-01B), 
February 6, 2013. http://ics-cert.us-cert.gov/tips/ICS-TIP-12-146-01B



Prevent Initial Compromise
Reduce the risk of initial compromise and 
disruption:

Restrict Lateral Movement
Protect critical assets and information 
by restricting the lateral movement 
of attackers.

Monitor Infrastructure
Gain visibility needed for quick detection and 
response to incidents, data exfiltration, 
and/or illicit transactions.

Commit to Security Governance
The policies, processes, and resource 
commitments are the foundation of a 
security program’s consistent success.

CORE CYBER-DEFENSE CAPABILITIES OF 
THE DEFENDABLE NETWORK

RESTRICT

DETECT RESPOND
PREVENT

Minimize the attack surface as much 
as possible without impacting business 
operations and user productivity.

Block known threats to reduce 
the amount of time spent on 
security.

Segment high value assets to prevent 
lateral movement from more easily 
breached systems.

From network to endpoints, comprehensive 
visibility is essential to minimize dwell time 
and contain an attack as quickly as possible.

Track metrics to prove effectiveness of 
controls and identify gaps in the 
security program.

Apply least privilege to all accounts on 
the network, providing only necessary 
access.

Maintain response capabilities to return 
business to an operational state.

Gain alignment of security goals and 
initiatives with business objectives 
and leaders.



ABOUT CRITICAL START

Proactive defenses are a key component of an effective cyber defense plan.  This helps to prevent 
a breach rather than waiting to react to a breach in progress.  A cyber defense plan is necessary to 
deter targeted cyber-attacks launched by nation states, cyber criminals, and other actors. Due to 
the speed and adaptability of attacks, preventative controls are necessary to combat the hundreds 
of attacks which occur daily. Following our Defendable Network framework will dramatically 
reduce compromises, minimize the time required for recovery efforts, and lower associated costs 
for a given level of security.

Our approach will block most initial system compromises however, we recognize that nothing will 
block all attacks. Just as much effort should be applied to detecting already-compromised 
machines and preventing or disrupting attackers’ follow-on actions. If cybersecurity were the single 
most important goal of an organization, costs would be uncontrollable, business agility would be 
crippled, and end-user experience would suffer. We work with our clients to prioritize security, cost, 
and user experience when discussing preventative capabilities, since most organizations will not 
allow security to impact the business. Most organizations willing forgo  some of the most stringent 
IT security controls in order to reduce costs or minimize the impact to end users. Since costs and 
staffing resources are not unlimited, we must be realistic about creating a security strategy that 
meets budget requirements and allows the business to function with minimal friction.This may 
mean fewer preventative controls and more freedom for the employees; thus, the need to plan 
for failure.

Our approach cost effectively improves security by prioritizing efforts based on security impact, 
change to the user experience/business process, budget, implementation effort, and operational 
costs. None of the security frameworks consider these common-sense requirements. We don’t 
believe in product roadmaps, but instead focus on security capabilities that includes process, 
configuration, and technical controls.

Proactive Defense Plan

Plan for Failure

Common-Sense Requirements

Critical Start is the fastest-growing cybersecurity integra-
tor in North America. Our mission is simple: protect your 
brand and reduce business risk. We help organizations of 
all sizes determine their security readiness condition 
using our proven framework, the Defendable Network. 
Critical Start delivers managed security services, incident 
response, professional services, and product fulfillment.




