CRITICALSTART® Cyber Incident
Response Team (CIRT) Services

KEY BENEFITS

v

Enhance your
ability to respond to
security incidents

Minimize risk,
reduce exposure, and
preserve evidence

Improve your
security posture

Meet compliance, legal,
HR, and insider threat
investigation
requirements

Our experienced professionals extend your team,
not attacker dwell time, with robust IR and
forensic services, including:

Incident Readiness

Tabletop Exercises to test your organization’s ability to respond and build
resiliency through moderated scenarios

Cybersecurity Readiness Assessment to enhance your cyber resilience

Threat Hunting Training to proactively identify malicious activity within
your network and take appropriate action

IR Retainers, offering several options of service hours, to expedite access
to our IR professionals in the event of a breach

Incident Response

Malware reverse engineering to develop Indicators of Compromise (I0Cs) and other
details to aid identification of similar code, and to support threat hunting activities

IR monitoring for 30 days to aid in identification, containment, and
remediation of threats, and to support targeted threat hunting operations
(optional for non-CRITICALSTART customers)

Crisis management to lead your team through critical stages of an incident

Initial, interim, and final findings reports and briefings

Forensic Services

Digital forensic investigations (PCI-DSS) available for highly
sensitive investigations (on-site and remote)

Evidence seizure, chain-of-custody, and secure storage
Forensic imaging and analysis
Investigative reporting

Courtroom testimony
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