
CRITICALSTART®  
Zero Trust Analytics Platform™  

Unifying visibility to detect and respond to all alerts across  
the IT environment

The CRITICALSTART® Zero Trust Analytics Platform™ (ZTAP™) is a cloud-native 
platform that provides the scalability to deliver detection and response capabilities 
to protect on-premises, hybrid, and cloud environments. ZTAP features the Trusted 
Behavior Registry™ (TBR), the only purpose-built registry of known good behaviors.

ZTAP connects your IT environment to our comprehensive and flexible  
services, which include:

 9 Trusted Behavior Registry – Automatically resolves known-good alert-
generating activity 

 9 Critical Start Threat Navigator – Provides a view of detection content mapped 
back to MITRE ATT&CK® Framework

 9 Critical Start Security Operations Center (SOC) - Offers 24x7x365 monitoring, 
investigation, and response

 9 Critical Start Cyber Research Unit – Supports MDR services delivered by the 
Critical Start SOC with teams comprised of threat detection engineering and 
cyber threat intelligence experts
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KEY BENEFITS

 9 Single portal for 
analysis, response,  
and escalation across 
third-party data  
and products

 9 Insights into  
detection coverage 

 9 Access to Critical Start  
Cyber Threat 
Intelligence

 9 Consolidated visibility 
and centralized 
management

 9 Mobile application  
for threat detection and 
response on-the-go

All alerts are ingested into ZTAP from EDR, EPP, SIEM, XDR and Identity security tools and compared against known good behaviors 
in the TBR, where playbooks auto-resolve false positives. ZTAP is designed for full transparency into your security posture. Your team 
can view every alert, alerts automatically resolved, alerts escalated, and the actions we take on your behalf.



Critical Start MOBILESOC®

ZTAP is accessible through the  

Critical Start MobileSOC, with the full capability 

to investigate and respond to alerts directly 

from your Android or iOS mobile device. This 

application provides an immediate view of your 

environment, with access to all APIs built into 

ZTAP. It allows security teams to collaborate 

remotely with full audit trails. Security teams 

can isolate a host, investigate an endpoint, and 

effectively remediate threats without being 

tethered to a desk.
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KEY FEATURES

Critical Start  
Threat Navigator   
View detection 
coverage delivered 
by your security 
tools and the MDR 
service, mapped to 
the MITRE ATT&CK 
Framework. 
 

ZTAP Dashboard   
View real-time 
proof of service 
performance, total 
number of alerts 
collected, resolved, 
and escalated  
to you. 
 
 
 

Threat Analysis 
Plugins (TAPs) 
Pivot between ZTAP 
and your security 
tools to get access 
to data needed for 
deeper investigation. 
 
 
 

Reports  
Generate reports 
or run scheduled 
reports that query 
data relevant to your 
environment.

 
 
 
 
 

ZTAP Bulletins 
View timely 
contextual threat 
intelligence and 
other important 
announcements 
directly from your 
desktop or mobile 
device.

Why Critical Start?
To simplify, we first embrace the complex. Critical Start is the only managed detection and response services provider on the market today 
who dared to approach the problem differently. While others are focused on finding bad, we focus on finding good. While others prioritize or 
suppress alerts, we resolve all alerts. We bring you a team of skilled security experts who will deeply understand your environment to adapt 
and scale with your organization’s needs and partner with you to detect, investigate and respond to threats specific to your organization. 
That’s how we define simple for our customers. 


