CRITICALSTART® Managed Detection and
Response Services for M365D

KEY BENEFITS
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Prevent takeover of
user’s credentials

Obstruct lateral movement
to other applications

Stop adversaries from
exfiltrating sensitive data

Disrupt attacks against
Cloud Apps

Protect user identities
and credentials stored in
Microsoft Entra ID

properties

Brute Force
Attack or Stolen
Credentials

« Sign-in from
anonymous IP

« Sign-in from
malicious IP

+ Unfamiliar sign-in

« Impossible travel

A brute force attack may be an old method based on password guessing trial and error, but

it is still used by adversaries today because it's an effective way to enter your organization
via a user's weak password—a computer can guess more than 100 billion passwords per
second’. Once logged into a user's account, an adversary can change the password to create
persistence in that account, attempt to exfiltrate data and move laterally - one of the most
challenging areas of attack detection—to other applications.

Solution

Critical Start MDR Services for Microsoft 365 Defender (M365D) provide threat detection,
investigation, and remediation options. The Critical Start Risk & Security Operations Center
(RSOC) leverages the Microsoft 365 Defender security suite to detect and disrupt brute force
attacks.
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Resolve false positives. Over 99.9% of alerts
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Individual alerts from the Microsoft Defender Suite ( Microsoft Entra ID and Defender

for Cloud Applications) are ingested into our platform, our Cyber Operations Risk & Response™
platform, where automated investigation and triage occur removing false positives. True positives
are escalated to our RSOC for further enrichment and deeper human-led investigation and
remediation.

Our pre-attack response and post-compromise activities are to:
Isolate the threat and compromised user's account

Disable the account and force logoff
Force password change

Thttps://theconversation.com/a-computer-can-guess-more-than-100-000-000-000-passwords-per-second-still-think-yours-is-secure-144418
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